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What We Will Be Discussing

1. Artificial Intelligence Tool Basics 

2. Examples of AI Tools In Financial Services

3. Managing AI Risks

4. Legal Ethical Considerations
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Artificial Intelligence Basics
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Defining Artificial Intelligence

From the National Artificial Intelligence Initiative
15 U.S.C. 9401(3)

The term "artificial intelligence" means a machine-based system 

that can, for a given set of human-defined objectives, make 

predictions, recommendations or decisions influencing real or 

virtual environments. Artificial intelligence systems use machine 

and human-based inputs to-

(A) perceive real and virtual environments;

(B) abstract such perceptions into models through analysis in an 

automated manner; and

(C) use model inference to formulate options for information or 

action.
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Types of AI Models

▪ Symbolic or Knowledge-Based – Uses expert human knowledge

▪ Statistical – Identifies patterns via algorithms

▪ Discriminative – Predicts labels based on distinguishing between datasets

▪ Generative – Creates new content

▪ Agentic – AI agents take actions autonomously and without human oversight
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Why Do We Care About Identifying the Type of AI Model?

▪ Most AI Tools in the marketplace are composites of one or more types of models and some AI 

tools consist of an “ensemble” of models, meaning that a group of models act together in 

parallel and thereby cooperate on a single task or decision.

▪ Once we know what AI Model or Models are involved, then we can ask questions that will help 

us know what kinds of risks the AI Models pose and that we need to control for

▪ Additional information about models that is useful to understand:

✓ Supervised AI Models are those where the data used to train the model has been labeled 

in advance.  Supervised AI models are useful for text recognition and classification tasks.

✓ Unsupervised AI Models are those where the data used to train the model has NOT been 

labeled.  Unsupervised AI models are useful for pattern recognition tasks.

✓ Reinforcement AI Models are those where the model is built such that humans can 

evaluate the output and either reward the model or penalize the model, in order to guide 

the model to better results over time.

✓ Semi-supervised AI Models are most useful when it is challenging to create a large enough 

labeled data set, such as when it is necessary to analyze images and speech at the same 

time

✓ Large Language Models (LLMs) are a type of semi-supervised AI Models
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Artificial Intelligence In Financial Services
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Managing AI Risks



9

NIST AI Risk Management Framework
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It’s All About the Data

❖ What kind of data was used to train the model, and what kind of data is being generated 

by the model?

❖ For data used to train the model what is the provenance of that data?

❖ Expert data?

❖ Provided data?

❖ Observed data?

❖ Synthetic data that was generated algorithmically?

❖ Derived data (data taken from other data to become a new data element)

o Proprietary data is most likely derived.

o Examples of derived data include computational data (like a credit score); 

categorical data (such as age groups of borrowers); inferred data (like a fraud 

score); or aggregated data (data abstracted from more fine-grained data)
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Problems That Can Arise With AI Tools

▪ Consider whether the data is static, dynamic and updated from time-to-time or dynamic and 

updated real time.

▪ Consider the scale of the data, which can impact the effectiveness of the AI Tool

▪ Sometimes, even absent personal data, AI models can quickly infer data and correlations 

from proxy variables that are not personally identified, which can raise privacy and security 

concerns.

▪ Data integrity and drift concerns

▪ Trustworthiness

▪ Bias/Discrimination 

▪ Hallucination

▪ Transparency
NIST AI Risk Mgmt. Framework Characteristics of 
trustworthy AI systems, Fig. 4
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Risk Assessment Example
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Risk Assessment Example
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Risk Assessment Example
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Risk Assessment Example
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Data Checklist
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Legal Ethical Considerations

• Both the ABA and the NC Bar has issued guidance on lawyers using AI tools 

themselves, with particular focus on the use of Generative AI tools by lawyers.

https://www.americanbar.org/content/dam/aba/administrative/professional_responsibility/ethics-opinions/aba-formal-opinion-512.pdf
https://www.ncbar.gov/for-lawyers/ethics/ethics-articles/artificial-intelligence-real-practice/
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AI Laws, Regulations and Guidance

OECD AI Framework  

EU Artificial Intelligence Act

Trump AI Executive Order (Jan. 25, 2025)

NIST Artificial Intelligence Risk Management Framework 1.0

Bipartisan House Task Force Report on Artificial Intelligence

State Laws Addressing AI:

• California

• AB 2013, Generative artificial intelligence: training data transparency

• SB 942, California AI Transparency Act

• Colorado

• SB 24-205, Consumer Protections for Artificial Intelligence

• Utah

• SB 149, Artificial Intelligence Policy Act

• New York DFS

• Industry Letter Re: Cybersecurity Risks Arising from AI (Oct. 16, 2024)

• Insurance Circular Letter Re: Use of AI Systems and External Consumer Data . . 

in Insurance Underwriting and Pricing (July 11, 2024)

https://www.oecd.org/en/publications/oecd-framework-for-the-classification-of-ai-systems_cb6d9eca-en.html
https://artificialintelligenceact.eu/high-level-summary/
https://www.whitehouse.gov/presidential-actions/2025/01/removing-barriers-to-american-leadership-in-artificial-intelligence/
https://nvlpubs.nist.gov/nistpubs/ai/nist.ai.100-1.pdf
https://republicans-science.house.gov/_cache/files/a/a/aa2ee12f-8f0c-46a3-8ff8-8e4215d6a72b/E4AF21104CB138F3127D8FF7EA71A393.ai-task-force-report-final.pdf
https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=202320240AB2013
https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=202320240SB942
https://leg.colorado.gov/bills/sb24-205
https://le.utah.gov/~2024/bills/sbillenr/SB0149.pdf
https://www.dfs.ny.gov/industry-guidance/industry-letters/il20241016-cyber-risks-ai-and-strategies-combat-related-risks
https://www.dfs.ny.gov/industry-guidance/circular-letters/cl2024-07
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Cadwalader, Wickersham & Taft LLP (Cadwalader) is a registered limited liability partnership under the laws of the State of New York, USA, with its principal place of business at 200 Liberty Street, New York, NY 10281. The Firm has additional 

offices in Washington, DC, Charlotte, NC and London, U.K.

This presentation has been prepared by Cadwalader for informational purposes only and does not constitute advertising or solicitation and should not be used or taken as legal advice. Those seeking legal advice should contact a member of the 

Firm or legal counsel licensed in their jurisdiction. Transmission of this information is not intended to create, and receipt does not constitute, an attorney-client relationship. ©2025 Cadwalader, Wickersham & Taft LLP. All rights reserved.

United States: The Firm is a registered limited liability partnership under the laws of the State of New York. The personal liability of our partners is limited to the extent provided in such laws. Additional information is available upon request made 

to our office in New York.

United Kingdom: The Firm is registered in England and Wales and is regulated by the Solicitors Regulation Authority. A list of our partners who are Solicitors or Registered Foreign Lawyers in England and Wales is available for inspection at our 

London office. Cadwalader lawyers resident in London who are admitted as members of the legal profession elsewhere may also be subject to regulation in their place of admission. Information on the regulations of The Solicitors Regulation 

Authority can be found in the Solicitors' Code of Conduct at www.sra.org.uk.
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